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C E N T R A L I S E D
S I E M



W H A T  I S
S I E M ?

Collection and storage of log messages and audit trails (
a detailed, chronological record whereby accounting
records or other financial data are tracked and traced).

Real-time monitoring, correlation of events, notifications
and console views, threat analysis, intrusion prevention
and damage reduction.

Coverage of events for: connectivity and bandwidth,
networking, identity and access, operating systems,
applications, virtualisation and cloud platforms, disaster
recovery among others. 

Events often include authentication, anti-virus, anti-
malware/spyware and intrusion detection.

Security Information management and security Event
Management is a well-defined area of cyber security. It
covers the following main areas: 

 



A s  a  l a r g e  f i n a n c i a l  o r g a n i s a t i o n  t h e
c o m p a n y  h a s  s t r i c t  s e c u r i t y
r e q u i r e m e n t s .  O n e  o f  w h i c h  i s  h a v i n g  a
c e n t r a l  S I E M  m o n i t o r e d  b y  a  S e c u r i t y
O p e r a t i o n s  C e n t r e .

T h i s  m e a n s  C l o u d  p l a t f o r m  a n d  a n y
o t h e r  ( i . e .  O S )  a u d i t  e v e n t s  n e e d  t o  b e
s e n t  t o  t h e  c e n t r a l i s e d  s y s t e m  f o r
a n a l y s i s ,  n o t i f i c a t i o n  a n d  a c t i o n .

I n  s o m e  c a s e s  t h i s  c a n  i n c l u d e  w a i t i n g
f o r  l o g s  t o  b e  c o p i e d  i n t o  a  s t o r a g e
l o c a t i o n  r e a d y  f o r  c o l l e c t i o n  b u t  t h i s
c a n  b e  a  s l o w  p r o c e s s .  I d e a l l y  t h e s e
e v e n t s  n e e d  t o  b e  p r o c e s s e d  a n d
a n a l y s e d  a s  c l o s e  t o  r e a l - t i m e  a s
p o s s i b l e .

T H E
C H A L L E N G E



W e  a d d e d  a  l o g  a g e n t  t o  V M  b a s e
i m a g e s  t o  s e n d  m a c h i n e  l o g s  t o
G o o g l e  C l o u d  L o g g i n g .  
C r e a t e d  a  l o g  r o u t e r  f o r  t h e s e  l o g s
a n d  a l l  C l o u d  a u d i t  l o g s  t o  s e n d  t o
G o o g l e  P u b / S u b .
W i t h  a  C o m p u t e  E n g i n e  M a n a g e d
I n s t a n c e  G r o u p  w e  d e p l o y e d  a u t o -
s c a l i n g  i n s t a n c e s  o f  E l a s t i c  L o g s t a s h
w h i c h  s u b s c r i b e d  t o  p u l l  t h e s e
m e s s a g e s .
T h e  C o m p u t e  E n g i n e  d e p l o y m e n t s
m a d e  u s e  o f  m e t a d a t a  a n d  o t h e r
e x t e r n a l  i n f o r m a t i o n  t o  d e t e r m i n e
w h a t  s o r t  o f  e n v i r o n m e n t  i t  w a s
r u n n i n g  i n .
L o g s t a s h  t h e n  f i l t e r e d ,  a n d  w h e r e
n e c e s s a r y ,  m u t a t e d  l o g s  t o  b e
c o n s u m e d  e a s i l y  b y  t h e  S I E M   
L o g s t a s h  t h e n  f o r w a r d e d  t h e
m e s s a g e s  o v e r  a  D i r e c t  I n t e r c o n n e c t
t o  t h e  S I E M  

T H E
S O L U T I O N

https://cloud.google.com/logging/docs
https://cloud.google.com/pubsub/docs/overview
https://www.elastic.co/guide/en/logstash/current/introduction.html
https://cloud.google.com/compute/docs
https://cloud.google.com/network-connectivity/docs/interconnect/concepts/dedicated-overview


We chose Elastic Logstash because of its native
plugin for Pub/Sub. It is also highly scalable
and performant at filtering and modifying
messages in flight, preventing the SIEM from
performing this CPU-intensive operation. 

Our initial requirements also specified that we
needed to send messages to the central
system over a specifically required protocol
which Logstash had already built-in support
for.

Google Pub/Sub is one of 3 standard export
types from Cloud Logging, making it simple
and quick to set up.

Lastly we also created a custom app to process
authentication logs from Google Cloud
Identity.  

 

example workflow

https://cloud.google.com/logging/docs
https://cloud.google.com/identity


U s i n g  p r e - b u i l t  C o m p u t e  I m a g e s ,  I n s t a n c e
t e m p l a t e s  a n d  m a n a g e d  i n s t a n c e  g r o u p s  w i t h
m e t a d a t a ,  g a v e  u s  t h e  a b i l i t y  t o  d e p l o y  i d e n t i c a l
L o g s t a s h  i n s t a n c e s  b e t w e e n  d e v e l o p m e n t  a n d
p r o d u c t i o n  a n d  d o  t h o r o u g h  t e s t i n g  o f  u p d a t e s
a n d  c h a n g e s .  

L o g s t a s h  g a v e  u s  t h e  a b i l i t y  t o  p e r f o r m  c o n t e x t u a l
c h a n g e s  o f  a u d i t  l o g  d a t a  u s e f u l  f o r  S I E M  a n d  s h i f t
p r o c e s s i n g  a w a y  f r o m  t h e  S I E M  t o  a  m u c h  m o r e
s c a l a b l e  e n v i r o n m e n t .

P u b / S u b  p r o v i d e d  u s  g u a r a n t e e d  d e l i v e r y  o f
e v e n t s ,  m e s s a g e  r e t e n t i o n  i n  c a s e  o f  i s s u e s  a n d
n e a r  r e a l - t i m e  p r o c e s s i n g .

T h e  c u s t o m  a p p  u s e d  G o o g l e  A P I s  a n d  a l l o w e d  u s
t o  p u l l  i n  l o g s  f r o m  C l o u d  I d e n t i t y  b e c a u s e  t h e s e
w e r e  n o t  n a t i v e l y  a c c e s s i b l e  o n  C l o u d  L o g g i n g  a t
t h e  t i m e .

T H E
R E S U L T S

https://cloud.google.com/compute/docs/images
https://cloud.google.com/compute/docs/instance-templates


T O  F I N D  O U T  H O W
M E S O F O R M  C A N  H E L P

Y O U R  B U S I N E S S  B E C O M E
M O R E  S E C U R E ,  S T A B L E

A N D  E F F I C I E N T ,  C O N T A C T :



H E L L O @ M E S O F O R M . C O M  



Even with very strict controls in place, we were
able to deliver this whole service which could

be used by all users of the financial
organisation in a controlled and agile manner

in only a few weeks.

As IT specialists, Mesoform can help your business overcome
similar challenges and provide efficient solutions in comparison

to competitors.


